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Abstract—Mobile ad-hoc network is collection node which is 
interconnecting through wireless network. In node in mobile 
ad-hoc network move randomly in any direction, which self-
configured and does not have backbone network. There is lot 
of security issue in mobile ad-hoc network due to the open 
nature of network or it support dynamic topology. There are 
many security threads in mobile ad-hoc network, DDoS is one 
of them. Distributed denial service attack which is major 
thread in mobile network. This attack consumes various 
resources of network due to that network not able to provide 
service to its authorized user or it will reduce the performance 
of network.  
In this paper we introduce rate limiting algorithm for control 
DDoS attack which control the bandwidth while in DDoS 
attack. 

Index Term- MANET, DDoS, Network bandwidth 

1. INTRODUCTION

In mobile ad-hoc network is a collection of node which is 
interconnect through wireless network. Mobile ad-hoc 
network have several properties are mobility, flexibility and 
no backbone network is required. There are major security 
issues due to open nature or it support dynamic topology. 
So, DDoS attack is one of the major security threads in 
mobile ad-hoc network[1]. 
Denial of service (DoS) attacks, which are initiated for 
avoiding to authorized user from accessing or use of 
network various services. Distributed denial service attack 
(DDoS) is like a denial of service attack but it is in form of 
distributed nature. The Distributed denial of service attack 
is initiated form remote machine[2][3]. 

2. DISTRIBUTED DENIAL OF SERVICES ATTACK IN MANET
The DDoS source which create large amount of network of 
less secure machine. One network content thousands of  
comprised system that network is referred as botnet 
network. The source of attacker lunch threads using the 
number of different botnet network. So it is very difficult to 
traceback the source of attack. Source of attacker send large 
amount of data through the botnet network which is target 
to major resources of system like battery power, bandwidth 
etc[4][5].  

3. PROPOSED WORK

In this section we introduce controlling bandwidth using 
rate limiting algorithm mechanism. 

Defence attack framework: 
The present network can be divided into two domains. The 
first domain is the core network. A core network usually 
consists of high speed core routers.  
The responsibility of the backbone network transmission of 
traffic to all various edge networks. Core network is 
connected to the edge network through the edge routers. 
The customer network is represented ad edge network. This 
network does not content any large amount of traffic which 
required being transfer to edge routers. 
As shown in following figure, DDoS defense system is 
deployed in each edge router of the protected network.  
In distributed denial of service attack thread all transmit the 
attacking flow over the all network to attack on targeted 
victim, the prevention system in the target end router create 
a large number of anomalies at the target end router then 
the source ends. So that, in is very difficult to prevention 
system to interact to the attacks in the target end edge 
network when attacker traffic is large. 
Therefore a second line of defense is proposed in the 
source-end edge networks to react to the attacks. In defense 
framework, the detection of DDoS attacks happen at edge 
routers. An edge router has enough resources because 
traffic is relatively lower in the edge network.  

Figure:  DDoS defense scheme 
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Operation of Defense framework 
Figure show the execution of controlling the DDoS attack.  
The Alert information messages between a victim or target 
end and a source end present three types message. Request 
information messages, Update information messages and 
Cancel messages. 
 All the messages are used in various instance of preventing 
DDoS attack.  In initially the rate limit value suggest by 
victim end and sent to source end. Update information 
message sent to source end if huge amount of traffic is 
growing. The source-end prevention system will decrease 
value of rate limit according to need of network. The 
update information message is sent to source end if normal 
traffic detect at the victim side for value of rate limit 
increase slowly. Lastly cancel information message send to 
source end if any abnormal traffic is not found in the victim 
end to remove the rate limit values.  

 
                  Figure :  Illustration Of Distributed DDoS  
 

4. IMPLEMENTATION OF DEFENSE FRAMEWORK 
Basically, the bandwidth control algorithm includes two 
phases during the defeat of a DDoS attack. At the early 
stage of an attack (the first phase) the algorithm 
exponentially decreases the traffic sending rate from the 
source end routers. The sending rates of the source-end 
routers are restricted according to the following formula. 

RLi = RCi * Ø decr * (1-hf i) ----- (4) 
The value of the decrease rate factor Ø decr  is specified by 
the following equation. 

Ø decr = [Kp/( RCv  - C)]-------(5) 
 hfi is a parameter which reflects the drop rate of traffic at a 
source-end router i. We can calculate the hfi for the router i 
based on the following equation. 

hfi  = Bdropped / Bsent+Bdropped	------(6) 
Senti  is the byte amount of flow traffic forwarded to the 
victim from router i, and Droppedi  is the byte amount of 
flow traffic dropped from router i. According to the above 
equation for the calculation of rate limits, more aggressive 
attack traffic can be penalized by a relatively lower rate 
limit value because the hfi of the attack traffic is higher. In 
general, fast exponential decrease of the sending rates 
attempts to quickly lessen the impact of an attack on the 
victim. The second phase is called recovery phase. It 

happens after the victim thinks that the attack is at an end. 
The sending rate for router i is increased linearly as 
follows: 

RLi = RCi + Ø incr * (1-hf i) -----(7) 
Here, Ø incr is a increase rate factor which is specified by 
following equation 

Ø incr = |Kp*(RCv - C)| ------(8) 
After detecting that the traffic is stable enough at the victim 
end, the last step of the recovery phase will remove rate 
limit at all source-end routers. This lets routers serve 
legitimate traffic fully. 
 

5. CONCLUSION 
There is lot of security issues in mobile ad-hoc network. In 
this paper we introduced rate limiting scheme for 
controlling the DDoS attack. Rate limiting scheme is based 
on edge router network. In this network the source end 
which control the all traffic present in network. The our 
scheme is implement in these two edge router.  
We are going to simulate this in network simulator. We are 
expected to improve throughput, bandwidth and end-to-end 
delivery. 
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