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Abstract - In data communication, information security plays 
an important role. Encryption algorithms play a vital role in 
information security system. These algorithms consume a 
significant amount of computing resources such as CPU time, 
memory and battery power and computation time. This paper 
performs comparative analysis of two algorithm; RSA and 
transposition cipher on two levels- application level and 
database level considering a parameter such as computation 
time. Encryption at the database level ,and application level 
has proved to be the ideal method to protect sensitive data. 
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1. INTRODUCTION 
In today’s scenario, communication without security is not 
reliable. The main goal of this   research is to provide the 
fair computation time comparison of various Encryption 
Algorithms at different text data size to evaluate the 
average speed of Encryption and Decryption process at 
application level and database level. Application Level 
Encryption moves the encryption/decryption process to the 
applications that generate the data. Encryption is thus 
performed within the application that introduces the data 
into the system; the data is sent encrypted, thus naturally 
stored and retrieved encrypted, to be finally decrypted 
within the application. Database-level encryption allows 
securing the data as it is inserted to, or retrieved from the 
database [1]. Encryption Algorithms provides the security 
to the information which is exchange over internet. The 
encryption algorithms are usually summarized into two 
popular types: Symmetric key encryption and Asymmetric 
key encryption. Symmetric-key algorithms are a class of 
algorithms for cryptography that use the same 
cryptographic keys for both encryption of plaintext and 
decryption of cipher text. Asymmetric  cryptography is also 
known as public key cryptography and relies on the use of 
two unique keys—the public key and the private key [2]. 
The two main characteristics that identify and differentiate 
one encryption algorithm from another are its ability to 
secure the protected data against attacks and its speed and 
efficiency in doing so. 
A. Cryptography 
In cryptography, cipher text is the result of encryption 
performed on plaintext using an algorithm, called a cipher. 
Cipher text is also known as encrypted or encoded 
information because it contains a form of the original 
plaintext that is unreadable by a human or computer 
without the proper cipher to decrypt it. Decryption, the 
inverse of encryption, is the process of turning cipher text 

into readable plaintext. Cipher text is not to be confused 
with code text because the latter is a result of a Code, not a 
cipher [11]. Cryptography is the science of writing in secret 
code and is an ancient art; the first documented use of 
cryptography in writing dates back to circa 1900 B.C. when 
an Egyptian scribe used non-standard hieroglyphs in an 
inscription [12]. Some experts argue that cryptography 
appeared spontaneously sometime after writing was 
invented, with applications ranging from diplomatic 
missives to war-time battle plans. It is no surprise, then, 
that new forms of cryptography came soon after the 
widespread development of computer communications [6]. 
In data and telecommunications, cryptography is necessary 
when communicating over any untrusted medium, which 
includes just about any network, particularly the Internet. 
B. RSA Algorithm 
RSA is a commonly adopted public key cryptography 
algorithm [3]. The first, and still most commonly used 
asymmetric algorithm. RSA is named for the three 
mathematicians who developed it, Rivest, Shamir, and 
Adleman. RSA has been widely used for establishing 
secure communication channels and for authentication the 
identity of service provider over insecure communication 
medium. RSA today is used in hundreds of software 
products and can be used for key exchange, digital 
signatures, or encryption of small blocks of data. RSA uses 
a variable size encryption block and a variable size key. 
The key pair is derived from a very large number, n, that is 
the product of two prime numbers chosen according to 
special rules. 
RSA involves a public key and a private key. The public 
key can be known to   everyone and is used for encrypting 
messages. Messages encrypted with the public key can only 
be decrypted using the private key. The keys for the RSA 
algorithm are generated the following way [9]: 
1. Choose two distinct prime numbers p and q.  
 For security purposes, the integer’s p and q should be 

chosen at random, and should be of similar bit-length. 
Prime integers can be efficiently found using a 
primality test. 

2. Compute n = pq.  
 n is used as the modulus for both the public and private 

keys 
3. Compute φ(n) = (p�–�1)(q�–�1), where φ is Euler's 

totient function. 
4. Choose an integer e such that 1 < e < φ(n) and greatest 

common divisor of (e,φ(n)) = 1, i.e. e and φ(n) are co-
prime. 

              e is released as the public key exponent.  
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